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What is the threat profile?

ÅProtecting clock integrity 

in financial networks

ÅUsing clock sync as a 

security mechanism



Clock sync distribution is inherently fragile
ÅGPS/GNSS can be 

jammed or spoofed

ÅClock sources can be 
counterfeited or 
compromised.

ÅThe network can be 
broken or interfered 
with

ÅStratum servers & 
ōƻǳƴŘŀǊȅ ŎƭƻŎƪǎ Χ

Å/ƭƛŜƴǘǎ Χ

ÅProtocols are open and 
have little built in 
security

Timekeeper  ñTime mapò showing clock distribution



Critical electronic networks are increasingly 
dependent on high quality clock sync

ÅFinancial trading companies 
need high quality clock sync to 
meet regulatory requirements, 
ǇǊŜǾŜƴǘ ŦǊŀǳŘΣ ŦƛƴŘ άŀƭǇƘŀέΣ 
ǾŀƭƛŘŀǘŜ {[!ǎ Χ

ÅCloud and distributed data 
depend on clock sync for data 
consistency

ÅSoftware defined networks 
need clock sync for analytics 
and efficiency 

ÅΧ

Compromise of clock sync can 
cause systems to fail or fall 
under attacker control



Design principles

ÅDefense in depth
ÅAny security method can be breached ςplan for it

ÅHave each component cross check and reinforce the other components

ÅEngineering analysis of threats
ÅIdentify a threat

ÅDetermine cost of compromise and probability of compromise

ÅDetermine cost of protection

ÅAnalyze tradeoffs
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Security points
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1) Multiple constellations: 
Compare views of sky. 

Sky view for different 

constellations should 

not differ radically. If 

one changes and the 

others donôt ï

problem with that 

source. 

GPS Galileo



2) Second guess GNSS signal

Heatmap of 
the signal 
quality 
permits 
early alerts 
for spoofing 
and 
jamming ς
as well as 
accidental 
failures.

TimeKeeper
Skymapwith 
darker colors 
for low 
reception and 
showing 
satellite 
movements.



Second guess GNSS signal

If the location 
of the 
strongest 
signals moves 
ςsomething 
is wrong.



Second guess satellite time

If the frequency 
changes or offset jumps 
possible problem (also a 
good way to catch 
spurious leap seconds).

To the left: time is as 
expected within 100ns.  



If time depends on a single source ςit is 
particularly vulnerable.
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hash-code can validate time source
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Packet and sender
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3&6) Multi-source, multi-protocol analysis is more 
robust in detecting compromise or failure.
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The IEEE PTP 1588 standard has been recently 
revised to permit this for PTP domains: we can use 
a mix of PTP, multiple PTP profiles, and NTP
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Full encryption is not a compelling solution
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Although it is perhaps the first idea 

that occurs to anyone considering 

the problem

Decrypt from clients

Encrypt responses



Engineering analysis

All solutions have a cost and need 
careful consideration of effectiveness 
in the particular environment.


