Clock Sync Safety and
Security for Enterprise
In Depth

Enterprise Real-Time"



~ —— - & . A Protecting clock integrity
BR. e In financial networks
A ' | . A Using clock sync as a
- a7 ry security mechanism
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Compromise of clock sync c
____ cause systems to fail or fall
i under attacker control

AFinancial trading companies
need high quality clock sync
meet regulatory requirements
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s — - ACloud and distributed data
-— B depend on clock sync for dat
, = | consistency

e o IO Y , ASoftware defined networks
e T S M need clock sync for analytics
ot TE T R R g and efficiency
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AN Design principles
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ADefense in:depth
A Any:-security method can:be breacheglan for it
AHave each component cross:check and reinforce the-other components

AEngineering analysis of threats
Aldentify a'threat

ADetermine-cost of compromisezand probability.of comprofnise
ADetermine cost of protection

AAnalyze tradeoffs
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Compromise points

Jam.or Spoof
radio

Block or tamper
Block-ar tamper

Compromise or interfere

Compromise or interfere
Labs



Security points

GNSS Clock

Jam or Spoof

radio GNSS Clock

Block or tamper

Compromise or interfere Block or ta
Network
Components
Boundary
clocks

&

FSMiLabs

Enterprise Real-Time”

Compromise or interfere



1) Multiple constellations:
Compare views of sky.

Sky view for different
constellations should

not differ radically. If

one changes and the

ot hersi donoét
problem with that

source.

Galileo Signal Strength Skymap for Source 0

GPS Galileo
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Heatmap of

the signal
guality
permits

early alerts -
for spoofing

anc
jammingg
as well as
accidental
fallures.
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GPS Signal Strength Skymap for Source 0

2) Second guess GNSS signal

TimeKeeper
Skymapwith
darker colors
for low
reception and
showing
satellite
movements.
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If the location
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strongest
signals moves
¢ something

IS wrong.
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Second guess satellite time

Enterprise Real-Time"

If the frequency
changes or offset jumps
possible problem (also a
good way to catch
spurious leap seconds).

To the left; time Is as
expected within 100ns.



If time depends on a single souce IS
particularly vulnerable.

% Incorrect or manipulated time
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hashcode can validate time source

GNSS Clock Incorrect or manipulated time

Network Components
MD5 hashcode for NPT

And PTP can validate the
Packet and sender
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3&6) Multksource, multprotocol analysis iIs more
robust in detecting compromise or failure.

GNSS Clock

GNSS Clock o
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Time as a
Service
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Incorrect or manipulated time !
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The IEEE PTP 1588 standard has been recently
revised to permit this for PTP domains: we can use
a mix of PTP, multiple PTP profiles, and NTP

GNSS Clock Time as a
Service

GNSS Clock

»
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Especially
Important in
the clients
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Incorrect or manipulated time

GNSS Clock
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Full encryption is not a compelling solution

Although it is perhaps the first idea
that occurs to anyone considering
the problem |

|
GNSS Clock -
l |
Decrypt from clients
Encrypt responses

Incorrect or maRipulated time

Network Components
Decrypt from clock

Encrypt responses
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Engineering analysis

All solutions have a cost and need
careful consideration of effectivene

In the particular environment.



