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Over two million GNSS timing receivers in use…  

Number of GNSS timing receiver in use increases significantly   

Source: https://www.gsa.europa.eu/system/files/reports/market_report_issue_6_v2.pdf
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5G network 
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How to manage such a large network of GNSS receivers? 
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Example from mobile network
Legacy Networks 

• GPS used mainly in core location 

• Single constellation (GPS) , single band (L1)

• Loose frequency accuracy (16ppb) 

• Frequency distribution from core using physical layer (T1/Sync-E) or PTP (e.g. G.8265.1)

• Few tens of GNSS receiver in large network  

• Jamming and spoofing not very common 

Next generation Networks 

• Uses GNSS in core , aggregation and cell sites

• Multi constellation (GPS/GALILEO/GLONASS/BEIODU) , multi band (L1/L2/L5) options 

• Synchronization requirements are becoming tighter (sub 1usec) 

• Phase and time distribution from PTP GM or GNSS directly connected to the end application 

• Few thousands of GNSS receiver in large network  

• Jamming and spoofing becoming a real threat 

Networks are becoming more dependent on GNSS 
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GNSS vulnerability  - known issues  
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Real world challenges 

Installation challenges 

1. Find suitable location with good sky view

2. Getting roof top access 

3. Routing long RF cable to the roof

4. Lightning protection 

5. GNSS installation is done by subcontractor with limited knowhow

6. Validating the antenna was installed properly before been used 

Operational challenges 

1. Dynamic condition around the antenna 

• Trees , new buildings  , new equipment installed nearby 

• Intentional and unintentional jamming and spoofing 

2. Antenna failures (lightning , long outdoor exposure) 

3. GNSS constellation operational  problems affecting the receiver

4. Monitoring the antenna and receiver health + efficient troubleshooting of possible problems  
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The centralized approch  

• Relevant data is collected from all the GNSS receivers in the network 

• Data is collected from independent sources 

• Advantages and strengths   :

• Multiple sources of relevant data are available for analysis 

• Decision is based on the “bigger picture” 

• Unlimited  memory and compute power 

• Utilize Artificial Intelligence (AI) and Machine Learning (ML) 

• Can be done remotely – no dedicated HW is needed on site 

Optimal detection & decision making 

Centralized GNSS receivers monitoring and assurance  
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• Which sites are affected?  

• Location of the sites (urban/rural)?

• Was the same problem reported in nearby sites? 

• When reported issue started? 

• What were the conditions on site after installation (day 1)?

• From which “direction” GNSS reception is poor ? Any nearby objects? 

• Periodic pattens or sporadic ?

• Which GNSS constellation are affected? (all/only one) 

Questions to be answered … 

Centralized GNSS assurance NMS can answer these questions! 
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Centralized  GNSS monitoring and assurance 
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GNSS monitoring and assurance 
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The following data is available from most of the commercial GNSS timing receivers via API 

Can be collected remotely over secured interfaces (e.g. CLI-SSH/SNMPv3) 

• Location :  

• Latitude , Longitude, Altitude

• Satellites related data

• SV , Carrier to Noise , Health , Azimuth, Elevation ,AGC

What data can we get for a GNSS receivers ?
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Remote Health test – bad site  
Help identify local 

reception issue 
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Remote Health test – good site 
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Identifying affected sites 

Only few sites are 

affected

Focusing on 

relevant sites 
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Case study - GNSS assurance analysis –Site X 
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Case study - Site X reality check and recommendations 
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Case study - GNSS assurance analysis –Site Y
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Case study - Site Y reality check and recommendations 
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• The number of GNSS timing receivers in use is growing significantly

• Networks are becoming more dependent on GNSS 

• Ideal solution should be based on centralized GNSS monitoring and assurance 

• The solution can be applicable to any GNSS timing receivers which are capable of 

providing the minimal related data 

• No need for additional hardware or to physically attending the site 

• Provide network view of GNSS receivers health during installation and in operation 

• Allow remote in depths analysis of spoofing and jamming events,

• Utilize ML and AI for optimal  and automated  detection of potential GNSS service 

degradation events  

Summary 
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Thank you

IMPORTANT NOTICE

The content of this presentation is strictly confidential. ADVA is the exclusive owner or licensee of the content, material, and information in this presentation. Any reproduction, publication or reprint, in whole or in part, is strictly prohibited. 

The information in this presentation may not be accurate, complete or up to date, and is provided without warranties or representations of any kind, either express or implied. ADVA shall not be responsible for and disclaims any liability for any loss or damages, including without limitation, 

direct, indirect, incidental, consequential and special damages, alleged to have been caused by or in connection with using and/or relying on the information contained in this presentation.

Copyright © for the entire content of this presentation: ADVA.
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