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Agenda

 Background
 Resilient Time Synchronization for the Energy Sector

– EPRI Survey Results
– Supplemental Projects
– Interest Group
 Next Steps

http://www.epri.com/
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Background 

GPS is vulnerable* – 3 types
1. Naturally occurring
2. Unintentional (interference)
3. Intentional (jamming or spoofing) – EASY!

GPS is used by the electric sector 
to provide time data therefore….           

energy sector is vulnerable

http://www.epri.com/
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Background - Moving towards faster response times

Precision Timing Vulnerabilities
•Timing Drift (natural or intentional)
•Network attacks

More Utility Applications Rely on Precision Timing 
Enabled by Network-Based Architectures

 Substation Automation 
 Sampled Values (SV)
 Fault Location 
 T&D Relays
 Teleprotection
 Telecommunications networks (i.e. MPLS)
 UAVs
 Synchrophasors (PMUs) 
 Network time distribution technologies (i.e. PTP)
 Transition from SONET to modern telecommunications
 New GPS technologies (clocks, detection)

http://www.epri.com/
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EPRI Time Synchronization Survey Results

http://www.epri.com/
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Utility Data Spans a Wide Time Scale

http://www.epri.com/
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Additional assets planned for connection to the precision time 
source in the next 5 years

http://www.epri.com/
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Time distribution protocols / signals currently used

http://www.epri.com/
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EPRI Meeting Poll – Cyber Security Tech Transfer 2018

http://www.epri.com/
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Industry Trends

Based on the survey we identified the following trends:
 Over the next five years there is a significant planned increase in 

the use of the network based precision time protocol (PTP) as 
defined in IEEE Std c37.238 and IEEE Std 1588. 
 Utilities moving away from SONET technologies and incorporating 

packet based technologies
Many utilities plan to increase the use of precision time over the 

next five years for synchrophasor measurement, network routers, 
network switches, asset health monitors, inverters and security 
systems.

http://www.epri.com/
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2021

Today

2015 2016 2017 2018 2019 2020 2021

EPRI Report Publication for Phase I
12/30/2019

EPRI Industry Best Practices
12/31/2020

EPRI Report Publication 
for Phase II

12/31/2021

1/16/2015 - 12/16/2019EPRI Timing Security Assessment and Solutions Phase I

5/15/2019 -
12/31/2021EPRI Timing Security Assessment and Solutions Phase II

3/10/2020 -
12/31/2021EPRI Resilient Time Sync Interest Group 

Resilient Timing Research

http://www.epri.com/
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Time Security Assessment and Solutions Project Information

Phase I (2016-2019) 
Project Abstract Link:
https://www.epri.com/#/pages/product/3002008952

Phase II (2019-2020)
Project Abstract Link: 
https://www.epri.com/#/pages/product/3002016546/

http://www.epri.com/
https://www.epri.com/#/pages/product/3002008952
https://www.epri.com/#/pages/product/3002016546/
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Timing Security Assessment Report

 Product ID: 3002017347
 KEY FINDINGS 

– Future systems that rely on time 
synchronization must be evaluated 
against attack vectors before 
deployment. This evaluation can 
occur in parallel to performance 
testing. 

– LIMITED TO PROJECT FUNDERS

http://www.epri.com/
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Phase II Project Approach
There are six (6) tasks planned for this 
project:

1. Review publicly available literature in 
relation to time synchronization 
vulnerabilities, technologies, and future 
states to help inform test plan 
development. Review will be 
summarized in the final report
2. Develop a test procedure document 
(to be included in report)
3. Implement a test setup in EPRI’s 
Knoxville Cyber Security Laboratory or 
the project funder lab 
4. Perform tests according to test 
procedure
5. Develop final report
6. Project management and socialization

http://www.epri.com/
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Resilient Time Synchronization for the Energy Sector 
Interest Group
 Objective

– Create a virtual forum for utilities to share experiences, talk 
about tools and techniques and explore research topics while 
maintaining impartiality, independence, and vendor neutrality. 
EPRI provides this forum without charge as a service to the 
industry and to promote the importance of reliable position, 
navigation and time (PNT) data in the energy sector. 

 Who Should Participate?

– Anyone who works with PNT or depends on PNT data

– Utilities, vendors, governmental and industry groups

 Structure of meetings

– Time: 1-hour total

 One (1) Vendor/Academic presentation and Q&A

 One (1) Industry Update and Q&A

 Related announcements (i.e. issues, events, leap second, 
best practices events etc.)

http://www.epri.com/
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Phase II - Tasks preliminary direction

Resilient 
Timing

Application 
Security 

Assessment

Substation 
Architecture 
Design and 
Evaluation

GPS 
Mitigation 
Evaluation

New Technologies
• New Antennas
• External References
• Bump in the wire 

solutions
• Jamming/Spoofing
• Internal Clock 
• Substation 

Anomaly Detection 
Monitoring

Approach
• Test plan development
• Threat Testing
• PTP and 

Telecommunication 
Technologies

http://www.epri.com/
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 EPRI intends to evaluate mitigation technologies and develop test 
plans according to technology approaches (i.e. antennas, GPS 
backup etc)
 EPRI intends to evaluate applications that may be impacted by 

time synchronization errors
 EPRI intends to test 2020-2021

Next Steps

http://www.epri.com/
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Together…Shaping the Future of Electricity

Gerardo Trevino
Technical Leader

Cybersecurity

http://www.epri.com/
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