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Security was historically not a high priority of the 

network time synchronization community…

• But this has changed...
• Increasing interconnection and decentralization

• Increasing evidence of the impact of inadequate security

• Interdependency between security and time

• Legal and Compliance requirements 
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Attacks are occurring… 



Vulnerabilities are being discovered… 
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Research is occurring… 

Paper from NDSS 2018. (https://www.ndss-
symposium.org/ndss2018/programme/#02A
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Image courtesy of Wes Hardaker



Multiple causes of these security problems…
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Flaws in 
configuration and 
implementation

Weaknesses in 
the actual 

protocol itself

Lack of adequate 
security 

mechanisms 



And yet… 

We had not had an updated specification for time 
synchronization security in 8+ years.

Until 2020!
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IEEE approach to the problem… 

PTP Integrated Security Mechanisms (Prong A)

External Transport Security Mechanisms (Prong B)

Architecture Guidance (Prong C)

Monitoring and Management Guidance (Prong D) 
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The AUTHENTICATION TLV



IETF approach to the problem… 
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Lack of adequate 
security 

mechanisms 
Network Time Security (NTS)

Weaknesses in the 
protocol itself. 

Updated MAC for NTP (RFC 8573),
NTP client data minimization, etc. 

Flaws in 
configuration and 
implementation of 

the protocol. 

NTP Best Current Practice (RFC 8633)



Network Time Security (NTS) 

NTS Approved by IESG in March 2020! 



Basic phases of NTS secured NTP
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Diagram courtesy of Martin Langer, Ph.D. student,  
Ostfalia University of Applied Sciences, Germany.



NTS secured NTP system components
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Diagram courtesy of Martin Langer, Ph.D. student,  
Ostfalia University of Applied Sciences, Germany.



NTS Key Exchange phase
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Diagram courtesy of Martin Langer, Ph.D. student,  
Ostfalia University of Applied Sciences, Germany.



NTS Extension 
Fields for NTP
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Diagram courtesy of Martin Langer, 
Ph.D. student,  Ostfalia University 
of Applied Sciences, Germany.



Recent basic interoperability testing
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Note: This table represents the results of two specific test 
event and may not reflect current operational status. 



It’s time to focus on the road to deployment… 
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Technology / Standards Development

Preliminary / Prototype Implementations

Interoperability Testing

Production quality open source implementations

Commercial products

Tools for testing and troubleshooting

Preliminary deployments

Lessons Learned and Best Practices

Large scale deployments



Internet Society Time Security Project

18

•Network operators
•Time service providers
•Enterprise IT groups

Building a 
community

•Distributed multi-party testbed
•Virtual test events
•Test and measurement tools

Maturing the 
products 

•Lessons Learned and Best Current 
Practices

•Monitoring Tools

Developing 
deployment 

guidance

•Outreach
•Training

Expanding 
deployment

https://www.internetsociety.org/issues/time-security/



It is Time to Act! 

• The NTS for NTP specification is technically 
finished (in the final editing steps). 

• Discussions are underway in IEEE 1588 to 
specify NTS for PTP. 

• Prototype implementations and testing are 
underway. 

• It is time to build solutions, test deployments, 
and gather lessons learned. 

• Contact me if you want to participate in any of 
these activities: odonoghue@isoc.org
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Resources
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NTP Working Group 
• https://datatracker.ietf.org/group/ntp/about/ 
NTS Specification
• https://datatracker.ietf.org/doc/draft-ietf-ntp-using-

nts-for-ntp/
IEEE 1588 Working Group
• https://ieee-sa.imeetcentral.com/1588public/
Recent NTS Blog Posts: 
• https://weberblog.net/network-time-security-new-

ntp-authentication-mechanism/
• https://www.netnod.se/time-and-frequency/network-

time-security
• https://www.netnod.se/time-and-frequency/how-to-

use-nts
• https://blog.cloudflare.com/secure-time/



Thank you.

internetsociety.org
@internetsociety

Rue Vallin 2
CH-1201 Geneva
Switzerland

11710 Plaza America Drive 
Suite 400
Reston, VA 20190, USA

Rambla Republica de Mexico 6125
11000 Montevideo,
Uruguay

3 Temasek Avenue, Level 21
Centennial Tower
Singapore 039190

Science Park 400
1098 XH Amsterdam
Netherlands

66 Centrepoint Drive
Nepean, Ontario, K2G 6J5
Canada

Karen O’Donoghue
Director, Internet Trust Technology
odonoghue@isoc.org

21


	Time Security
	Slide Number 2
	Attacks are occurring… 
	Vulnerabilities are being discovered… 
	Research is occurring… 
	Multiple causes of these security problems…
	Slide Number 7
	IEEE approach to the problem… 
	Slide Number 9
	IETF approach to the problem… 
	Network Time Security (NTS) 
	Basic phases of NTS secured NTP
	NTS secured NTP system components
	NTS Key Exchange phase
	NTS Extension �Fields for NTP
	Recent basic interoperability testing
	It’s time to focus on the road to deployment… 
	Internet Society Time Security Project
	It is Time to Act! 
	Resources
	Slide Number 21

